
List of Cyber Security Books
Sr. No. Title Author Year Publisher Order Qty

1 Philosophy Of Cybersecurity
Lukasz Olejnik, Artur 
Kurasinski

2024
CRC Press | Taylor & 
Francis Group

2 Cybercrime And Cybersecurity Paul A. Watters 2024
Routledge | Taylor & 
Francis Group

3 Psychocybernetics 2024 zeroual khalid 2024 khalid zeroual

4

The Latest Developments and 
Challenges in Biomedical 
Engineering:Proceedings of the 23rd 
Polish Conference on Biocybernetics 
and Biomedical Engineering, Lodz, 
Poland, September 27–29, 2023

Pawel Strumillo; Artur 
Klepaczko; Michal 
Strzelecki; Dorota Bociaga

2024
Springer Nature 
Switzerland

5
Intelligent Techniques for Cyber-
Physical Systems

Mohammad Sajid, Anil 
Kumar Sagar, Jagendra 
Singh, Osamah Ibrahim 
Khalaf, Mukesh Prasad

2024 CRC Press

6 Intelligent Approaches to Cyber Security

Narendra M. Shekokar, Hari 
Vasudevan, Surya S. 
Durbha, Antonis Michalas, 
Tatwadarshi P. Nagarhalli

2024 CRC Press

7
Discovering Cybersecurity: A Technical 
Introduction for the Absolute Beginner

Seth James Nielson 2024 Apress

8
Discovering Cybersecurity: A Technical 
Introduction for the Absolute Beginner

Seth James Nielson 2024 Apress

9
CompTIA CySA+ Cybersecurity Analyst 
Certification All-in-One Exam Guide 
(Exam CS0-003)

Mya Heath 2024 McGraw Hill LLC

10
The Business of Cyber: Why You Should 
Question What Your Security Team Are 
Telling You

Peter Fagan 2024 CRC Press

11

Ultimate Splunk for Cybersecurity: 
Practical Strategies for SIEM Using 
Splunk’s Enterprise Security (ES) for 
Threat Detection, Forensic Investigation, 
and Cloud Security

Jit Sinha 2024
Orange Education Pvt 
Ltd, AVA™

12
CC Certified in Cybersecurity Study 
Guide (Sybex Study Guide)

Mike Chapple 2024 Sybex
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13

Ultimate Splunk for Cybersecurity: 
Practical Strategies for SIEM Using 
Splunk’s Enterprise Security (ES) for 
Threat Detection, Forensic Investigation, 
and Cloud Security

Jit Sinha 2024
Orange education pvt 
ltd

14
Enterprise Cyber Risk Management as a 
Value Creator : Leverage Cybersecurity 
for Competitive Advantage

Bob Chaput 2024 Apress

15
Reconstructing Feminism Through 
Cyberfeminism (Studies in Critical 
Social Sciences, 275)

Gzde Ersz (editor), Gkmen 
Kantar (editor), Meltem 
Ince Yenilmez (editor)

2024 Brill Academic Pub

16

Ultimate Cyberwarfare for Evasive Cyber 
Tactics: Unravel the Techniques of 
Cyberwarfare, Hacktivism and 
Asymmetric Conflicts for Tactical 
Excellence with Real-world Use Cases 
and Strategic Insights

Chang Tan 2024
Orange Education Pvt 
Ltd, AVA™

17
Great Power Cyber Competition 
(Routledge Advances in Defence 
Studies)

David V. Gioe (editor), 
Margaret W. Smith (editor)

2024 Routledge

18
Great Power Cyber Competition 
(Routledge Advances in Defence 
Studies)

David V. Gioe (editor), 
Margaret W. Smith (editor)

2024 Routledge

19
Ultimate Cyberwarfare for Evasive Cyber 
Tactics

Chang Tan 2024
Orange education pvt 
ltd

20 An Introduction to Cyberpsychology
Gráinne Kirwan, Irene 
Connolly, Hannah Barton, 
Marion Palmer

2024 Routledge

21
Artificial Intelligence for Cyber Defense 
and Smart Policing

S Vijayalakshmi, P 
Durgadevi, Lija Jacob, 
Balamurugan Balusamy, 
Parma Nand

2024 CRC Press

22

Linux Hacking: A Beginner's Guide to 
Mastering CyberSecurity and Ethical 
Hacking with Linux Tools and 
Techniques

VERA POE 2024
Independently 
Published
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23
An Introduction to Cyberpsychology 
(BPS Core Textbooks Series)

Gráinne Kirwan (editor), 
Irene Connolly (editor), 
Hannah Barton (editor), 
Marion Palmer (editor)

2024 Routledge

24
The Fusion of Artificial Intelligence and 
Soft Computing Techniques for 
Cybersecurity.

M. A. Jabbar, Sanju Tiwari,  
Subhendu Kumar Pani,  
Stephen Huang

2024 CRC Press

25
Introduction to Cybersecurity in the 
Internet of Things

Keke Gai, Jing Yu, Liehuang 
Zhu

2024 CRC Press

26
Cybernetics for the 21st Century Vol. 1: 
Epistemological Reconstruction 
(Philosophy, Art and Technology)

Yuk Hui 2024 Hanart Press

27
Advanced Product Management Series: 
Cybersecurity

Alex Cowan 2024 Cooke & McDouglas

28
Cyber Defense Magazine - February 
2024

Cyber Defense Magazine 2024
Cyber Defense 
Magazine

29
Beyond Digital Distraction: Educating 
Today's Cyber Student (Digital Education 
and Learning)

Kurt C. Schuett 2024 Palgrave Macmillan

30
Understanding Cybersecurity on 
Smartphones: Challenges, Strategies, 
and Trends

Andi Fitriah Abdul Kadir , 
Arash Habibi Lashkari , 
Mahdi Daghmehchi 
Firoozjaei

2024 Springer Cham

31
Understanding Cybersecurity on 
Smartphones: Challenges, Strategies, 
and Trends

Andi Fitriah Abdul Kadir; 
Arash Habibi Lashkari; 
Mahdi Daghmehchi 
Firoozjaei

2024 Springer Cham

32
Building Cybersecurity Applications with 
Blockchain and Smart Contracts

Nour El Madhoun, Ioanna 
Dionysiou, Emmanuel 
Bertin

2024 Springer Cham

33
Building Cybersecurity Applications with 
Blockchain and Smart Contracts

Nour El Madhoun; Ioanna 
Dionysiou; Emmanuel 
Bertin

2024 Springer Cham
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34

Cybersecurity Challenges in the Age of 
AI, Space Communications and Cyborgs: 
Proceedings of the 15th International 
Conference on Global Security, Safety 
and Sustainability, London, October 
2023

Hamid Jahankhani 2024 Springer

35

Cybersecurity Challenges in the Age of 
AI, Space Communications and Cyborgs: 
Proceedings of the 15th International 
Conference on Global Security, Safety 
and Sustainability, London, October 
2023

Hamid Jahankhani 2024 Springer

36
The Cybernetic Border: Drones, 
Technology, and Intrusion

Iván Chaar López 2024
Duke University Press 
Books

37

Cyberspace, Cyberterrorism and the 
International Security in the Fourth 
Industrial Revolution: Threats, 
Assessment and Responses (Advanced 
Sciences and Technologies for Security 
Applications)

Reza Montasari 2024 Springer

38
Ransomware and Cyber Extortion: 
Response and Prevention

Sherri Davidoff, Matt 
Durrin, Karen Sprenger

2024 Pearson

39

Computer Security. ESORICS 2023 
International Workshops: CyberICS, 
DPM, CBT, and SECPRE, The Hague, The 
Netherlands, September 25–29, 2023, 
Revised ... I (Lecture Notes in Computer 
Science, 14398)

Sokratis Katsikas (editor), 
Frédéric Cuppens (editor), 
Nora Cuppens-Boulahia 
(editor), Costas 
Lambrinoudakis (editor), 
Joaquin Garcia-Alfaro 
(editor), Guillermo Navarro-
Arribas (editor), Pantaleone 
Nespoli (editor), Christos 
Kalloniatis (editor), John 
Mylopoulos (editor), Annie 
Antón (editor), Stefanos 
Gritzalis (editor)

2024 Springer
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40

Cyber Security Impact on Digitalization 
and Business Intelligence: Big Cyber 
Security for Information Management: 
Opportunities and Challenges (Studies 
in Big Data, 117)

Haitham M. Alzoubi 
(editor), Muhammad Turki 
Alshurideh (editor), Taher 
M. Ghazal (editor)

2024 Springer

41

Cognitive Computing and Cyber Physical 
Systems: 4th EAI International 
Conference, IC4S 2023, Bhimavaram, 
Andhra Pradesh, India, August 4-6, 
2023, Proceedings

Prakash Pareek (editor), 
Nishu Gupta (editor), M. J. 
C. S. Reis (editor)

2024 Springer

42 Cybercrime and Digital Deviance
Roderick S. Graham, 
'Shawn K. Smith

2024 Routledge

43

Cognitive Computing and Cyber Physical 
Systems: 4th EAI International 
Conference, IC4S 2023, Bhimavaram, 
Andhra Pradesh, India, August 4-6, 
2023, ... and Telecommunications 
Engineering)

Prakash Pareek (editor), 
Nishu Gupta (editor), M. J. 
C. S. Reis (editor)

2024 Springer

44
ChatGPT for Cybersecurity Cookbook: 
Learn practical generative AI recipes to 
supercharge your cyber skills

Clint Bodungen 2024
Packt Publishing Pvt 
Ltd

45

Industrial Cyber-Physical Systems: 
Advancing Industry 4.0 from Vision to 
Application (Markt- und 
Unternehmensentwicklung Markets and 
Organisations)

Sascha Julian Oks 2024 Springer Gabler

46

Industrial Cyber-Physical Systems: 
Advancing Industry 4.0 from Vision to 
Application (Markt- und 
Unternehmensentwicklung Markets and 
Organisations)

Sascha Julian Oks 2024 Springer Gabler

47

Industrial Cyber-Physical Systems: 
Advancing Industry 4.0 from Vision to 
Application (Markt- und 
Unternehmensentwicklung Markets and 
Organisations)

Sascha Julian Oks 2024 Springer Gabler
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48

The Cybersecurity Guide to Governance, 
Risk, and Compliance

Jason Edwards, Griffin 
Weaver

2024 Wiley

49
The Cybersecurity Guide to Governance, 
Risk, and Compliance

Jason Edwards, Griffin 
Weaver

2024 Wiley

50 Cybercrime and Digital Deviance
Graham, Roderick S., 
Smith, 'Shawn K.

2024 Routledge

51
ChatGPT for Cybersecurity Cookbook: 
Learn practical generative AI recipes to 
supercharge your cybersecurity skills

Clint Bodungen 2024 Packt Publishing

52
Ethical Hacking with Python: Developing 
Cybersecurity Tools

Nate Phoetean 2024
Independently 
Published

53
Understanding Mental Health Apps: An 
Applied Psychosocial Perspective 
(Palgrave Studies in Cyberpsychology)

Lewis Goodings, Darren 
Ellis, Ian Tucker

2024 Palgrave Macmillan

54

Ultimate Penetration Testing with Nmap: 
Master Cybersecurity Assessments for 
Network Security, Monitoring, and 
Scanning Using Nmap

Travis DeForge 2024
Orange Education Pvt 
Ltd, AVA™

55

The Cybersecurity Bible: [5 in 1] The All-
In-One Guide to Detect, Prevent, and 
Manage Cyber Threats. Includes Hands-
On Exercises to Become an Expert and 
Lead Your (First) Security Team

Worley, Rick C. 2024
Independently 
Published

56
Cyber Resilience Act Requirements 
Standards Mapping

Hernandez Ramos, J.L., 
Karopoulos, G., Nai Fovino, 
I., Spigolon, R., Sportiello, 
L., Steri, G., Gorniak, S., 
Magnabosco, P.

2024
Publications Office of 
the European Union

57
Stepping Through Cybersecurity Risk 
Management: A Systems Thinking 
Approach

Jennifer L. Bayuk 2024 Wiley

58
Stepping Through Cybersecurity Risk 
Management : A Systems Thinking 
Approach

Jennifer L. Bayuk 2024 Wiley
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59

Stepping Through Cybersecurity Risk 
Management: A Systems Thinking 
Approach

Jennifer L. Bayuk 2024 Wiley

60
Machine Learning for Cyber Physical 
System: Advances and Challenges

Janmenjoy Nayak, 
Bighnaraj Naik, Vimal S, 
Margarita Favorskaya

2024 Springer

61

Emerging Trends for Securing Cyber 
Physical Systems and the Internet of 
Things (Future Generation Information 
Systems)

Bharat Bhushan (editor), 
Sudhir Kumar Sharma 
(editor), Parma Nand 
(editor), Achyut Shankar 
(editor)

2024 CRC Press

62

Proceedings of the International 
Conference on Cybersecurity, 
Situational Awareness and Social Media: 
Cyber Science 2023; 03–04 July; 
University of ... Denmark (Springer 
Proceedings in Complexity)

Cyril Onwubiko (editor), 
Pierangelo Rosati (editor), 
Aunshul Rege (editor), 
Arnau Erola (editor), Xavier 
Bellekens (editor), Hanan 
Hindy (editor), Martin Gilje 
Jaatun (editor)

2024 Springer

63

Security and Privacy in Cyber-Physical 
Systems and Smart Vehicles: First EAI 
International Conference, SmartSP 
2023, Chicago, USA, October 12-13, ... 
and Telecommunications Engineering)

Yu Chen (editor), Chung-
Wei Lin (editor), Bo Chen 
(editor), Qi Zhu (editor)

2024 Springer

64

Cybersecurity Mastery: Defeat Cyber 
Threats, Enhance Your Defense, and 
Overcome Vulnerability with Expert 
Strategies to Navigate with Confidence.

Miller, Alan 2024

65

Proceedings of the 6th International 
Conference on Communications and 
Cyber Physical Engineering: ICCCE 
2023; 28–29 April, Hyderabad, India 
(Lecture Notes in Electrical Engineering, 
1096)

Amit Kumar (editor), Stefan 
Mozar (editor)

2024 Springer

66 Cyber Defense Magazine - April 2024 Cyber Defense Magazine 2024
Cyber Defense 
Magazine
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67

Cyber Operations: A Case Study 
Approach

Jerry M. Couretas 2024 Wiley

68
Cyber Operations: A Case Study 
Approach

Jerry M. Couretas 2024 Wiley

69
Cyber Operations: A Case Study 
Approach

Jerry M. Couretas 2024 Wiley

70
Cybersecurity Career Roadmap 2024: 
Paving the Path to Cyber Excellence

Dan Williams 2024 Dan Williams

71
Applying Artificial Intelligence in 
Cybersecurity Analytics and Cyber 
Threat Detection

Shilpa Mahajan; Mehak 
Khurana; Vania Vieira 
Estrela

2024 WILEY

72

Frontiers in Cyber Security: 6th 
International Conference, FCS 2023, 
Chengdu, China, August 21–23, 2023, 
Revised Selected Papers 
(Communications in Computer and 
Information Science)

Haomiao Yang (editor), 
Rongxing Lu (editor)

2024 Springer

73
A CISO Guide to Cyber Resilience: A how-
to guide for every CISO to build a 
resilient security program

Debra Baker 2024 Packt Publishing

74
A CISO Guide to Cyber Resilience: A how-
to guide for every CISO to build a 
resilient security program

Debra Baker 2024 Packt Publishing

75
A CISO Guide to Cyber Resilience: A how-
to guide for every CISO to build a 
resilient security program

Debra Baker 2024 Packt Publishing

76
Cybersecurity Architect's Handbook: An 
end-to-end guide to implementing and 
maintaining robust security architecture

Lester Nichols 2024 Packt Publishing

77
Cybersecurity Architect's Handbook: An 
end-to-end guide to implementing and 
maintaining robust security architecture

Lester Nichols 2024 Packt Publishing

78
The Art of Cyber Warfare: Strategic and 
Tactical Approaches for Attack and 
Defense in the Digital Age

Peter Kestner 2024 Springer
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79

The Art of Cyber Warfare: Strategic and 
Tactical Approaches for Attack and 
Defense in the Digital Age

Peter Kestner 2024 Springer

80
The Art of Cyber Warfare: Strategic and 
Tactical Approaches for Attack and 
Defense in the Digital Age

Peter Kestner 2024 Springer

81
The Art of Cyber Warfare : Strategic and 
Tactical Approaches for Attack and 
Defense in the Digital Age

Peter Kestner 2024
Springer Fachmedien 
Wiesbaden

82
The Politics of Cyber-Security 
(International Studies Intensives)

Myriam Dunn Cavelty 2024 Routledge

83
The Politics of Cyber-Security 
(International Studies Intensives)

Myriam Dunn Cavelty 2024 Routledge

84
Social Engineering in Cybersecurity: 
Threats and Defenses

Gururaj H. L., Janhavi V., 
Ambika V.

2024 CRC Press

85
The Art of Cyber Warfare: Strategic and 
Tactical Approaches for Attack and 
Defense in the Digital Age

Peter Kestner 2024
Springer Fachmedien 
Wiesbaden

86 Feminist Cyberlaw
Meg Leta Jones (editor), 
Amanda Levendowski 
(editor)

2024
University of California 
Press

87
Jump-start Your SOC Analyst Career: A 
Roadmap to Cybersecurity Success

Tyler Wall; Jarrett Rodrick 2024 Apress

88
Jump-start Your SOC Analyst Career: A 
Roadmap to Cybersecurity Success

Tyler Wall; Jarrett Rodrick 2024 Apress

89
Jump-start Your SOC Analyst Career: A 
Roadmap to Cybersecurity Success

Tyler Wall; Jarrett Rodrick 2024 Apress

90
Critical Infrastructure Security: 
Cybersecurity lessons learned from real-
world breaches

Soledad Antelada Toledano 2024 Packt Publishing

91
Critical Infrastructure Security: 
Cybersecurity lessons learned from real-
world breaches

Soledad Antelada Toledano 2024 Packt Publishing
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92

Hands-On Ethical Hacking Tactics: 
Strategies, tools, and techniques for 
effective cyber defense

Shane Hartman 2024 Packt Publishing

93
Hands-On Ethical Hacking Tactics: 
Strategies, tools, and techniques for 
effective cyber defense

Shane Hartman 2024 Packt Publishing

94
Cyber Sovereignty: The Future of 
Governance in Cyberspace

Lucie Kadlecová 2024
Stanford University 
Press

95
Cyber Security and Business Analysis: 
An essential guide to secure and robust 
systems

Bindu Channaveerappa 2024
BCS, The Chartered 
Institute for IT

96
Cyber Security and Business Analysis: 
An essential guide to secure and robust 
systems

Bindu Channaveerappa 2024
BCS, The Chartered 
Institute for IT

97
Advanced Techniques and Applications 
of Cybersecurity and Forensics

Keshav Kaushik, Mariya 
Ouaissa, Aryan Chaudhary

2024 CRC Press

98

Cybersecurity Strategies and Best 
Practices: A comprehensive guide to 
mastering enterprise cyber defense 
tactics

Milad Aslaner 2024 Packt Publishing

99
Hands-On Ethical Hacking Tactics: 
Strategies, tools, and techniques for 
effective cyber defense

Shane Hartman 2024 Packt Publishing

100
Critical Infrastructure Security: 
Cybersecurity lessons learned from real-
world breaches

Soledad Antelada Toledano 2024 Packt Publishing

101

Ultimate Linux Network Security for 
Enterprises: Master Effective and 
Advanced Cybersecurity Techniques to 
Safeguard Linux Networks and Manage 
Enterprise-Level Network Services 
(English Edition)

Adarsh Kant 2024
Orange Education Pvt 
Ltd

102

Ultimate Linux Network Security for 
Enterprises: Master Effective and 
Advanced Cybersecurity Techniques to 
Safeguard Linux Networks and Manage 
Enterprise-Level Network Services 
(English Edition)

Adarsh Kant 2024
Orange Education Pvt 
Ltd
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103

Malware Development for Ethical 
Hackers: Learn how to develop various 
types of malware to strengthen 
cybersecurity

Zhassulan Zhussupov 2024
Packt Publishing Pvt. 
Ltd.

104
Introduction to Kali Purple: Harness the 
synergy of offensive and defensive 
cybersecurity strategies of Kali Linux

Karl Lane 2024
Packt Publishing Pvt 
Ltd

105

Bug Bounty from Scratch: A 
comprehensive guide to discovering 
vulnerabilities and succeeding in 
cybersecurity

Francisco Javier Santiago 
Vázquez

2024
Packt Publishing Pvt 
Ltd

106

Bug Bounty from Scratch: A 
comprehensive guide to discovering 
vulnerabilities and succeeding in 
cybersecurity

Francisco Javier Santiago 
Vázquez

2024 Packt Publishing

107

Bug Bounty from Scratch: A 
comprehensive guide to discovering 
vulnerabilities and succeeding in 
cybersecurity

Francisco Javier Santiago 
Vázquez

2024 Packt Publishing

108
Mastering Cybersecurity: Strategies, 
Technologies, and Best Practices

Jason Edwards 2024 Apress

109
Mastering Cybersecurity: Strategies, 
Technologies, and Best Practices

Jason Edwards 2024 Apress

110
Mastering Cybersecurity: Strategies, 
Technologies, and Best Practices

Jason Edwards 2024 Apress

111
Cybernetics and the Constructed 
Environment: Design Between Nature 
and Technology

Zihao Zhang 2024 Routledge

112
Cybernetics and the Constructed 
Environment: Design Between Nature 
and Technology

Zihao Zhang 2024 Routledge

113
Big Data and Edge Intelligence for 
Enhanced Cyber Defense: Principles and 
Research (Edge AI in Future Computing)

Chhabi Rani Panigrahi 
(editor), Victor Hugo C. de 
Albuquerque (editor), 
Akash Kumar Bhoi (editor), 
Hareesha K.S. (editor)

2024 CRC Press
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114
Big Data and Edge Intelligence for 
Enhanced Cyber Defense: Principles and 
Research (Edge AI in Future Computing)

Chhabi Rani Panigrahi 
(editor), Victor Hugo C. de 
Albuquerque (editor), 
Akash Kumar Bhoi (editor), 
Hareesha K.S. (editor)

2024 CRC Press

115

Malware Development for Ethical 
Hackers: Learn How to Develop Various 
Types of Malware to Strengthen 
Cybersecurity

Zhassulan Zhussupov 2024 Packt Publishing

116
The Art of Cyber Warfare: Strategic and 
Tactical Approaches for Attack and 
Defense in the Digital Age

Peter Kestner 2024 Springer Nature

117
Cybersecurity of Discrete Event 
Systems: From Smart Attacks to 
Resilient Defence

Rong Su 2024 CRC Press

118
Cybersecurity of Discrete Event 
Systems: From Smart Attacks to 
Resilient Defence

Rong Su 2024 CRC Press

119

Ethical Hacking: Understanding the 
basics of Hacking Tools and Techniques 
for Cybersecurity and Safeguarding 
Information in computer systems and 
computer networks

Lewis Finan 2024
Independently 
Published

120
Secure and Smart Cyber-Physical 
Systems

Uttam Ghosh (editor), 
Fortune Mhlanga (editor), 
Danda B Rawat (editor)

2024 CRC Press

121
Cybersecurity for Space: A Guide to 
Foundations and Challenges

Jacob G. Oakley 2024 Apress

122
Cybersecurity for Space: A Guide to 
Foundations and Challenges

Jacob G. Oakley 2024 Apress

123
Cybersecurity for Space: A Guide to 
Foundations and Challenges

Jacob G. Oakley 2024 Apress

124
Generative AI: Phishing and 
Cybersecurity Metrics (Cyber Shorts)

Ravindra Das 2024 CRC Press

125
Generative AI: Phishing and 
Cybersecurity Metrics (Cyber Shorts)

Ravindra Das 2024 CRC Press
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126

Generative AI: Phishing and 
Cybersecurity Metrics (Cyber Shorts)

Ravindra Das 2024 CRC Press

127
Generative AI: Phishing and 
Cybersecurity Metrics (Cyber Shorts)

Ravindra Das 2024 CRC Press

128
The Complete Guide to Defense in 
Depth: Learn to identify, mitigate, and 
prevent cyber threats with a dynamic

Akash Mukherjee 2024
Packt Publishing Pvt 
Ltd

129

Adversarial AI Attacks, Mitigations, and 
Defense Strategies: A cybersecurity 
professional's guide to AI attacks, threat 
modeling, and securing AI with 
MLSecOps

John Sotiropoulos 2024 Packt Publishing

130
Counterterrorism and Cybersecurity: 
Total Information Awareness

Newton Lee 2024
Springer; Third Edition 
2024

131
Counterterrorism and Cybersecurity: 
Total Information Awareness

Newton Lee 2024
Springer; Third Edition 
2024

132
Applying Artificial Intelligence in 
Cybersecurity Analytics and Cyber 
Threat Detection

Shilpa Mahajan (editor), 
Mehak Khurana (editor), 
Vania Vieira Estrela (editor)

2024 Wiley

133
Applying Artificial Intelligence in 
Cybersecurity Analytics and Cyber 
Threat Detection

Shilpa Mahajan (editor), 
Mehak Khurana (editor), 
Vania Vieira Estrela (editor)

2024 Wiley

134

Modern Cybersecurity Strategies for 
Enterprises: Protect and Secure Your 
Enterprise Networks, Digital Business 
Assets, and Endpoint Security with 
Tested and Proven Methods

Ashish Mishra 2023 BPB Publications

135 Cyber Investigations André Årnes (editor) 2023 Wiley

136
Cyber Investigations: A Research Based 
Introduction for Advanced Studies

André Årnes 2023 Wiley
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137

Cyber Infrastructure for the Smart 
Electric Grid

Anurag K. Srivastava, 
Venkatesh 
Venkataramanan, Carl 
Hauser

2023 Wiley-IEEE Press

138
Teaching Cybersecurity: A Handbook for 
Teaching the Cybersecurity Body of 
Knowledge in a Conventional Classroom

Daniel Shoemaker, Ken 
Sigler, Tamara Shoemaker

2023 CRC Press

139
Cyber Physical Systems: Concepts and 
Applications

Anupam Baliyan, Kuldeep 
Singh Kaswan, Naresh 
Kumar, Kamal Upreti, 
Ramani Kannan

2023
CRC Press/Chapman 
& Hall

140 Cybersecurity All-in-One For Dummies
Joseph Steinberg, Kevin 
Beaver, Ira Winkler, Ted 
Coombs

2023 For Dummies

141
Cyber Physical Systems. Concepts and 
Applications

Anupam Baliyan, Kuldeep 
Singh Kaswan, Naresh 
Kumar, Kamal Upreti, and 
Ramani Kannan

2023 CRC Press

142
Teaching Cybersecurity. A Handbook for 
Teaching the Cybersecurity Body of 
Knowledge in a Conventional Classroom

Daniel Shoemaker, Ken 
Sigler, Tamara Shoemaker

2023 CRC Press

143
Collaborative Approaches for Cyber 
Security in Cyber-Physical Systems

Theo Dimitrakos, Javier 
Lopez, Fabio Martinelli

2023 Springer

144

Countering Cyberterrorism: The 
Confluence of Artificial Intelligence, 
Cyber Forensics and Digital Policing in 
US and UK National Cybersecurity

Reza Montasari 2023 Springer

145
The Sharing Economy for Tackling 
Cybercrime: Uberization of Public-
Private Partnerships

Ethem Ilbiz, Christian 
Kaunert

2023 Springer

146

Microsoft Cybersecurity Architect Exam 
Ref SC-100: Get certified with ease while 
learning how to develop highly effective 
cybersecurity strategies

Dwayne Natwick 2023 Packt Publishing
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147

Microsoft Cybersecurity Architect Exam 
Ref SC-100: Get certified with ease while 
learning how to develop highly effective 
cybersecurity strategies

Dwayne Natwick 2023 Packt Publishing

148

Cybersecurity in the Age of Smart 
Societies: Proceedings of the 14th 
International Conference on Global 
Security, Safety and Sustainability, 
London, September 2022

Hamid Jahankhani 2023 Springer

149

Science of Cyber Security - SciSec 2022 
Workshops: AI-CryptoSec, TA-BC-NFT, 
and MathSci-Qsafe 2022 Matsue, Japan, 
August 10–12, 2022 Revised Selected 
Papers

Chunhua Su, Kouichi 
Sakurai

2023 Springer

150

Cryptography, Codes and Cyber 
Security: First International Conference, 
I4CS 2022, Casablanca, Morocco, 
October 27-28, 2022, Proceedings

Abderrahmane Nitaj, Karim 
Zkik

2023 Springer

151
Artificial Intelligence and Cybersecurity. 
Theory and Applications

Tuomo Sipola, Tero 
Kokkonen, Mika Karjalainen

2023 Springer

152
Combating Crime on the Dark Web: 
Learn how to access the dark web safely 
and not fall victim to cybercrime

Nearchos Nearchou 2023

153
Understanding Cybersecurity 
Management in Decentralized Finance: 
Challenges, Strategies, and Trends

Gurdip Kaur, Arash Habibi 
Lashkari, Iman Sharafaldin, 
Ziba Habibi Lashkari

2023 Springer

154 Machine Learning for Cyber Security 2023
Springer International 
Publishing

155
Cybersecurity Myths and 
Misconceptions: Avoiding the Hazards 
and Pitfalls that Derail Us

Eugene H. Spafford; Leigh 
Metcalf; Josiah Dykstra

2023
Addison-Wesley 
Professional

156 Machine Learning for Cyber Security 2023
Springer International 
Publishing
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157

Countering Cyberterrorism: The 
Confluence of Artificial Intelligence, 
Cyber Forensics and Digital Policing in 
US and UK National Cybersecurity 
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